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eSafety First Responders’ Guide 
 
Further guidance on responding to an eSafety incident 
 
 

1. Introduction 
2. First response to an eSafety incident 

Step 1 – Preserve the evidence 
Step 2 – Pass it on - seek help and advice 
Step 3 – Prevent it re-occurring   

 
Appendices 
 
Appendix 1 Police response to potential crime in school 
Appendix 2 Examples of responses to specific incidents 
Appendix 3 Some legal context (July 2011)  
 
 
Sources of Support 
 
Local Contacts 
 

 Duty and Assessment – Children‟s Social Care – (for safeguarding advice, referrals) 
01924 326097, 01924 326076, 01924 431429 

 Emergency Duty Services (out of hours safeguarding concerns) 01484 414933 

 LADO (for concerns about staff/volunteers) 01484 226748 07973 490746 

 IT service desk (Kirklees Council employees only) 01484 414714 (internal 860 
46888) 
 

Local Advice 
 

 Safeguarding Officers Schools and Learning 07528 252025, 07816 956670 

 ITCAS,  ICT Schools and Learning Team  01484 225724 

 Learning service – Out of School Clubs/Early Years 07528 988728 

 Young People‟s Service 01484 22516, 07866 692410 

 Libraries 01484 416976 

 Foster Carers  01924 483780 

 Police, Community Cohesion Officer 07595 006960 
 
National Contacts 
 

 Police (Non emergency 101) 

 CEOP ( Child Exploitation and Online Protection) http://ceop.police.uk 

 Professionals Online Helpline – 0844 381 4772 www.saferinternet.org.uk/helpline 
 
Useful websites 

 Kirklees Safeguarding Children Board www.kirklelessafeguardingchildren.com 

 Yorkshire and Humberside Grid for Learning (YHGfL) www.yhgfl.net 

 Think U Know (CEOP) resources and information www.thinkyouknow.co.uk 
  

http://ceop.police.uk/
http://www.saferinternet.org.uk/helpline
http://www.kirklelessafeguardingchildren.com/
http://www.yhgfl.net/
http://www.thinkyouknow.co.uk/
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1. Introduction 

 
This guidance has been produce to support any member of staff who may have to deal 
with an eSafety incident.  
 
An eSafety incident may fall into one of the following types: 
 

 Inappropriate conduct:  
o posting material on social networks which contravenes work guidelines 
o inappropriate use of work email/internet 
o inappropriate use of a mobile phone or electronic device 
o password and account misuse (e.g. use of someone else‟s password or 

login) 
 

 Accessing unsuitable content:  
o downloading  and / or viewing  illegal material  
o downloading or view material unsuitable to the workplace 
o deliberately accessing content that expresses extreme or racists views  

 

 Inadvisable contact:  
o giving away too much information  
o breaching client privacy 
o unsettling or threatening messages; cyberbullying 
o grooming behaviour or inappropriate contact with young people 
o misrepresentation, defaming  

 

 Loss of confidential data  
o As a result of theft or loss of computer, laptop or memory stick 

 
 

2. First response to an esafety incident  
 

Guidance for the first person at the scene of an esafety incident has been published in the 
form of a wallet card and poster. It presents the options succinctly under three headings: 
 

 Step 1 Preserve the evidence 
  Step 2 Pass it on – seek help or support 

Step 3 Prevent it re-occurring 
 

Immediate action will involve making a judgement on the seriousness of the incident, 
preventing children coming into contact with unsuitable material and seeking appropriate 
help and support.  Dealing with an incident may involve outside agencies or may be 
resolved by the school‟s senior leadership and internal disciplinary procedures. Once the 
situation has been dealt with, then a full review will need to be initiated to take any action 
required to prevent the situation happening again.   

 
 
Each of these areas is dealt with in more detail below.  
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Step 1 Preserving the evidence 
 
If the incident involves the unacceptable, inappropriate or possibly illegal use of a 
computer, mobile phone or camera then it is important to preserve any evidence which 
may be currently on the device. Make sure that other children or young people do not 
come into contact with the device.   
 
In particular the discovery of indecent images or videos involving children should 
always result in taking advice from the police. 

 
Immediate action to take: 
Turn off the monitor screen to prevent it being seen by bystanders or confiscate the device 
and prevent it being used again. Lock it away.  
 
N.B. Schools have the power to confiscate and examine the contents of a mobile phone or 
device if they believe it has been used for any purpose which breaks school rules  
http://www.education.gov.uk/schools/pupilsupport/behaviour/f0076897/screening. 
 
 
Preserving technical evidence 
When preserving evidence it is advisable to seek technical support first and to have any 
actions either witnessed or supervised so that the chain of evidence can be corroborated. 
In addition make sure a record is kept of the step by step actions taken.   
 
If the device is on 

 Take photos or video of the screen rather than printing it out (but print if you 
have to) unless the photograph would be of an indecent image of a child under 
18 , when taking a photograph would itself count as a criminal offence 

 Save open files, emails or messages to external media 

 Avoid saving things locally (to local disk or internal memory) 

 Do not shut down the computer (which can remove evidence such as history 
information, temporary files etc).  

 Seek technical advice 
 

If the device is off  

 Make an external examination and take photos 

 Do not start the computer/device 

 Lock it away 

 Seek technical advice 
 

If the content is on a shared network then the device should be taken out of service until 
an investigation can be completed by a technically competent person. 
 
N.B. Someone acting in a technical capacity, with written instruction and supervision in a 
case that may become a criminal investigation has a defence in law when necessarily 
handling these materials to preserve evidence, see: 
http://www.iwf.org.uk/assets/media/hotline/SOA2003_mou_final_oct_2004.pdf 
 

 
 
 

http://www.education.gov.uk/schools/pupilsupport/behaviour/f0076897/screening
http://www.iwf.org.uk/assets/media/hotline/SOA2003_mou_final_oct_2004.pdf
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Step 2 - Pass it on – seek help or support to decide if the 
incident needs to be referred to other agencies (DSP,LADO, HT, Police, parents, HR) 
 
First contact with an incident could be:  

 

 Something  witnessed on a computer, mobile phone or camera 

 A statement made by the victim  

 Information from a bystander or witness about events or pointing to evidence that 
something untoward has happened 

 Hearsay (rumour) about  a potential situation 

 Noticing an anomaly in a log, history  e.g. using Internet Explorer   
 
Depending on the incident and the setting in which it occurred, report to: 

  Line manager  or a senior member of staff 

 Safeguarding Officer /DSP   

 LADO 

 Police 101 (see later guidance) 

 Technical support (in Kirklees the IT support desk  01484  414714 external or 860 
46888 internal)  

 CEOP 

 Parents /carers 

 Other external support. e.g. the Professionals Online Safety helpline (0844 3814772  
helpline@saferinternet.org.uk)   

 
All the following incidents indicate the need to consult external support 
 

a. Concerns about the safety or well being of a child 
 
If there is a concern for the safety or well being of a child, because there are suspicions, 
signs or symptoms of child abuse or harm, the normal Safeguarding Children Board 
Procedures must be followed. These procedures are outlined in The Kirklees Safeguarding 
Children‟s Board Procedures and Guidance with special reference to ICT in Section 
5.6 Child Abuse and Information Communication Technology  
 
 

b. Concern with regard to the behaviour of someone who works with children 
 
This may be because that person has 
 

 Behaved in a way which has harmed a child, or may have harmed a child  

 Possibly committed a criminal offence against or related to a child  (e.g. by being 
abusive or grooming a child for later abuse) 

 Behaved towards a child or children in a way which indicates that he/she is 
unsuitable to work with children  

 Has viewed or taken pictures of children or young people  which make you feel 
uncomfortable 
 

The Local Authority Designated Officer (LADO) must be informed. (N.B. this should be 
used for anyone who works with children, not just local authority employees).  
These procedures can be found in 6.2 Allegations against Persons who Work with 
Children 

http://www.kirkleessafeguardingchildren.co.uk/procedures-guidance.html
http://www.kirkleessafeguardingchildren.co.uk/procedures-guidance.html
http://www.proceduresonline.com/westyorkscb/chapters/p_ca_information.html#_refstrat
http://www.proceduresonline.com/westyorkscb/chapters/p_ca_information.html#_refstrat
http://www.proceduresonline.com/westyorkscb/chapters/p_alleg_staff.html#respond
http://www.proceduresonline.com/westyorkscb/chapters/p_alleg_staff.html#respond
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c. Concerns about criminal behaviour 
 
The following triggers should result in the police being contacted: 

 Actual harm caused by violence, abuse or harassment or evidence that has 
occurred or is being incited or planned, including menacing behaviour, incitement, 
grooming or accessing indecent images 

 Theft or damage to property, including property kept online, and denial of service or 
access 

 Serious fraud and identity theft, including serious breaches of copyright   

 Distribution or possession of obscene, or hateful materials 

 Self harm or severe distress caused by repeated acts which in themselves may not 
appear significant e.g. cyberbullying 
 

There is specific Home Office guidance on the action police should take if a crime has 
been reported as having occurred in school (see Appendix 1). This indicates that all but 
serious or exceptional cases should be dealt with by school discipline procedures rather 
than being recorded as a crime. 

 
 

d. A civil offence (which may also constitute an illegal act)  
These are generally managed by the school disciplinary procedures or settled in the courts 
without police intervention and would require the support of HR. Triggers might include: 

 Data protection or privacy breaches (e.g. resulting from loss of a laptop or memory 
stick) 

 Professional or personal misconduct or negligence  

 Libel, slander, defamation and misrepresentation 

 Viewing inappropriate content 

 Breaching acceptable use policies 
 
 

e. Other types of incidents 
Other cases may breach the internal disciplines of acceptable use, behaviour or contract 
without falling into the categories of abuse, criminal or civil offence, and so can be dealt 
with by local procedures.   
 
See Appendix 2 for descriptions of other types of incidents.  
 
 
Collecting evidence and recording the incident 
Contact details of any other witnesses should be noted and a written record made of what 
has been said and seen. Ensure that conversations are timed and dated.   
 
Technicians 
A technician may be asked to help respond to an incident by their employer (using the 
power the employer has to investigate employees under the Regulatory and Investigatory 
Powers Act) or by the head teacher (using powers given to them under education law) or 
by the police. 
 
Acting under consented rights* (see below) or with a written instruction a technician 
may be asked to: 
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 Collect  evidence – hard disk, screen prints, a mobile phone 
logs, records or other instrumentation, statements 

 Examine what has been collected to find evidence – e.g. look for files on a hard disk, 
numbers from  a phone etc. 

 Treat or help recover from any harm caused – e.g. remove viruses, recover a 
system from a backup 

 Give a statement as evidence – e.g. describing any  work carried out on the hard 
disk,  recovery of files from a backup and /or provision of encryption keys, calls to 
the ISP or emails to SNS provider, witness to a conversation or action taken 

 Apply sanctions, such as removing internet privileges or restricting access on the 
computer network 

 
Step 3 - Prevent re- occurrence of the event by considering what action could be 
taken to prevent future similar incidents 
 
Review policy and procedure 

 Does the organisation have the correct Acceptable Use Policies (AUP) in 
place? 

 
In order to act lawfully it is vitally important that actions are: 

 As agreed in a written Acceptable Use Policy produced by someone who has 
authority in law (headteacher and governors) 

OR 

 Under explicit (ad hoc) instruction from someone with appropriate authority in law 
OR 

 Are someone with explicit responsibilities in their job description (and associated 
competence) given by a lawful authority. 

 
Acceptable Use and/or Acceptable Behaviour Policy, Home-school Agreement or Contract 
agreed by parents, staff and children in the setting must therefore include clauses that 
cover: 

 Searching  and monitoring of technology used in the setting 

 Confiscation of technology whilst on the premises 

 Privacy expectations, interception of communication and use of personal data in the 
setting 

 Limits on what, where and when technology can be used and what for 

 How infringements will be handled, including expected sanctions 
 
*In each case the policies should state who is authorised to act if there is a breach of 
policy and in what way. This then allows those named (or those filling the stated roles) to 
act lawfully because they have been “consented rights”. (Guidance on writing these 
policies can be obtained from the eSafety area on the Kirklees website).  
 
Reviewing  policies: 
Guidance for a review of school esafety policies and procedures can be found here: 

 Kirklees website: 

http://www2.kirklees.gov.uk/childrenandfamilies/learning/esafety.aspx 

 YHGFL : http://www.yhgfl.net/eSafeguarding 

 Online self–assessment of  eSafety in school 

http://www.onlinecompass.org.uk/Home 

http://www2.kirklees.gov.uk/childrenandfamilies/learning/esafety.aspx
http://www.yhgfl.net/eSafeguarding
http://www.onlinecompass.org.uk/Home
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 360 Safe review  http://www.360safe.org.uk/ 

 YHGfL will also offer a technical review of school infrastructure 

 
Training for staff and young people 

This can be organised through a number of avenues: 

 Kirklees Traded Learning Service, will provide training or consultancy support for 

schools, staff pupils & parents 

 KSCB provide esafety and CEOP accredited training and can provide information 

about training for other services 

 Support from the police can be obtained through David Cockroft , Community 

Cohesion Officer, West Yorkshire 

 CEOP accredited training https://www.thinkuknow.co.uk/Teachers/Training/ 

 Resources for teachers/parents pupils http://www.thinkuknow.co.uk/ 

 
Online support for eSafety issues 
 

 Child Exploitation and Online Protection Centre http://www.ceop.police.uk/ 
 

 Cybermentors http://cybermentors.org.uk/ 
 

 Childline http://www.childline.org.uk/ 
 

 For parents/carers  https://www.thinkuknow.co.uk/parents/ 
 
Providing support for the victim 
Where an incident has involved the victimisation, harassment, alarm or distress of another 
pupil or member of staff support for the victim should be provided. 

 Where the incident involves a member of staff, appropriate support should be 
obtained. This might be the designated staff welfare member or the victim‟s union.  

 Where the victim is a pupil, contact family and carer and agree a suitable way 
forward to facilitate an effective closure for the victim to the incident. 
 

In both instances: 

 Implement the institution's 'restorative practices' procedures. Where the perpetrator 
agrees, participation in this process will be included as part of their reintegration 
programme following the incident.  

 Where „restorative practice‟ does not take place then other avenues to support the 
victim should be tried e.g. Cybermentors, Childline 

 Ensure that the perpetrator is educated about the impact of their actions on the 
victim 

  Ensure a fully documented case history of the incident is recorded and secured in 
the relevant area of the institution's MIS – expand abbreviation? 

 Senior staff should consider if an education programme should be implemented as 
part of PSHE or eSafety lessons 

 Where material has been posted online about a victim, provide support in getting 
the material removed either through discussion with the poster of the material or 
contact with the service provider 

 

http://www.360safe.org.uk/
https://www.thinkuknow.co.uk/Teachers/Training/
http://www.thinkuknow.co.uk/
http://www.ceop.police.uk/
http://cybermentors.org.uk/
http://www.childline.org.uk/
https://www.thinkuknow.co.uk/parents/
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Appendix 1  

Police response to potential crime in school 
 
Extract from the Home Office guidance on the action police should take if a crime may 
have occurred in school. 
 

“In order to sustain the disciplinary authority of schools, this guidance clarifies 
the general principles of NCRS as they apply specifically to incidents on school 
premises. When police have reported to them an incident which took place on 
school premises, including those witnessed by, or reported directly to, officers 
working in the school, which they would normally record as a notifiable offence will, 
in the first instance, invite the victim or the person acting on their behalf to report the 
matter to the head teacher to be dealt with under normal school discipline 
procedures. Such reports should be recorded as an incident only, until or unless:- 
(a) they judge it to be a serious incident as defined below; [see full document] 
(b) having brought the matter to the attention of the school in line with good practice 
(see references to guidance papers below), they receive a formal request from the 
school to create a crime record; or 
(c) the child, parent or guardian or the child’s representative asks the police to 
create a crime record.” 

 
For full description see Annex E: Crime Recording by Police Officers working in Schools 
http://www.homeoffice.gov.uk/publications/science-research-statistics/research-
statistics/crime-research/counting-rules/count-recstan?view=Binary 
 
 

 
Appendix 2 

Examples of responses to specific incidents 
 
(Based on guidance first produced by North Lincolnshire Safeguarding Children’s Board 

– used with thanks) 
 

Parents or carers have been accused of defaming staff or pupils online 
Contact them and invite them to school to discuss: 

 “ you have become aware of discussions taking place online…” 

 “you have an open door policy so are disappointed they choose to discuss it online 
and not approach you first 

 “they have signed the home-school agreement which clearly states….” 

 Then attempt a similar approach as would be taken with a pupil posting malicious or 
threatening comment (see below) 

If the above fails then write to them expressing your concerns and suggesting a course of 
action 
Speak to legal services for a more formal letter  
 
You are asked what advice you would give to a victim of Cyberbullying: 
 

Text/Video Messaging 

 Don't reply to abusive or worrying text or video message 

 Don't delete messages. Keep them for evidence 

 Turn off incoming SMS for a couple of days 

http://www.homeoffice.gov.uk/publications/science-research-statistics/research-statistics/crime-research/counting-rules/count-recstan?view=Binary
http://www.homeoffice.gov.uk/publications/science-research-statistics/research-statistics/crime-research/counting-rules/count-recstan?view=Binary
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 Visit www.wiredsafety.org 

 Report it to your phone provider. 

 Change your number  

 If distressing or persistent tell someone you trust 

 If threatening or malicious report them to the police 
 

Phone Calls 

 Don't hang up. Put the phone down and walk away for five minutes. 

 Tell someone. 

 Use 1471 to try and trace the number if you can 

 Answer the phone only with "Hello". Don't give out your number if asked. 

 Keep your phone with you or in a safe place. 

 Use voicemail/answer phone to vet your calls. 

 Get an adult to record your greeting. 

 Log the calls. Contact the phone operator.  Most calls can be traced and malicious 
calls will be taken seriously.  

 Keep a note of times, dates and any information and report to the police if the 
harassment persists. 

 
Email 

 Never reply to unpleasant or unwanted emails. 

 Keep the email as evidence. (printed copy) 

 Tell an adult. 

 To find out where the email comes from, click the right mouse button over an email 
to see details of the sender. 

 Get your parent/carer to contact the sender's email provider by writing abuse@ and 
then the host e.g. abuse@hotmail.com or similar service (see sites terms and 
conditions).  

 Never reply to someone you do not know, as replying confirms your email address. 
 

Web Bullying 

 If the bullying is on a website tell a teacher or your parent/carer. 

 Copy and print the page for evidence. 

 Contact the Internet Service Provider.  

 Use the „Report Abuse‟ button on the site. 
 

Chat Room & Instant Messaging 

 Never give out your name, address, phone number, school name, clubs you attend 
or password online. 

 Use a nickname. 

 Don't give out a photo of yourself. 

 Don't accept email or open files from anyone you do not know. 

 Don‟t install applications sent you by “friends” as these can compromise your 
security settings 

 Remember it might not just be people around your own age in a chat room. 

 Stick to public areas in a chat room and leave if you feel uncomfortable. 

 Tell your parents or carers if you feel uncomfortable. 

 Think carefully about what you write - do not leave yourself open to bullying. 

 Use the „Report Abuse‟ button 
 

mailto:abuse@hotmail.com
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You are told that an inappropriate website has been accessed 
unintentionally in by a child, young person or member of staff.  

 Play the situation down; don‟t make it into a drama. Remove the material from the 
screen as soon as possible. 

 Report to the responsible staff/child protection coordinator and decide whether to 
inform parents of any children who viewed the site and give them an opportunity to 
talk about what they have seen. 

 Inform the technicians and ensure the site is filtered  

 Inform the LA if the filtering service is provided via an LA/RBC.  

 Report/ record in the incident log or to a line manager 
 
You are told that an inappropriate website has been accessed intentionally by a 
child. 

 Activate screen saver or turn off monitor to protect others and isolate until you have 
chance to collect evidence. 

 Refer to the acceptable use policy that was signed by the child, and apply agreed 
sanctions. 

 Notify the parents of the child. 

 Inform the technicians and ensure the site is filtered if need be. 

 Report/ record in the incident log or to a line manager 

 Inform the LA if the filtering service is provided via an LA/RBC. 
 
You find out that an adult has used IT equipment inappropriately.   

 Ensure you have a colleague with you, do not view the misuse alone. 

 Report the misuse immediately to the employer/manager/head teacher and ensure 
that there is no further access to the PC or laptop. 

 Remove the PC to a secure place. 

 Instigate an audit of all ICT equipment by the ICT technician to ensure there is no 
risk of pupils accessing inappropriate materials. 

 Identify the precise details of the material.  

 Take appropriate disciplinary action (contact Personnel/Human Resources). 

 Refer serious breaches  to the Local Authority Designated Officer and or 
Safeguarding Duty Assessment team. 

 Inform governors of the incident. 

 In an extreme case where the material is of an illegal nature contact the local police 
or CEOP and follow their advice. 
 

Malicious or threatening comments are posted on an Internet site about a pupil or 
member of staff.  

 Secure and preserve any evidence. Take screen shots or print outs from the 
page. Note the URL. 

 If possible, ask the poster to remove the material and educate them about the 
impact of their action. 

 Seek restorative justice or apply sanctions from school behaviour policy or home 
school agreement. 

 Request the comments be removed by the site administrators using their 
procedures. 

 If serious send evidence to CEOP at www.ceop.gov.uk/contact_us.html. 

 Endeavour to trace the origin and inform police as appropriate. 

 Consider delivering a parent workshop for the community about potential 
disruption to school live of such comments and potential for  harm to individuals.  
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You are told something hurtful has been posted on a social networking site 

 Identify those involved and print out any material evidence 

 Ask them to remove material, as expected in schools acceptable use policy or 
behaviour policy and apply related sanctions  

 Suggest the victim unfriend/block those posting to them, and delete offending posts 
from their profile (once you have a copy). In serious cases they may also be best 
advised to delete their account and start afresh using a different public name 

 If perpetrator is under the minimum age set in terms and conditions of the site in 
question, or in breach of sites rules on posting of content, approach the site and ask 
for related posted material to be removed (see sites security advice for details how 
to make these requests) 

 Ensure that the perpetrator is educated in how technology can magnify impact, how 
actions can be perceived differently and also about the impact of their actions on 
the victim. Apply sanctions as laid out in school behaviour policy. 

 Implement the institution's 'restorative practices' procedures. Where the perpetrator 
agrees, participation in this process will be included as part of their reintegration 
programme following the incident. 

 Involve parents /carers if incident is serious or repeated in supporting your action in 
first instance; police or social service may have to be involved if there is no 
resolution possible or in serious cases. 

 
You are concerned that a child’s safety is at risk because you suspect someone is 
using communication technologies (such as social networking sites) to make 
inappropriate contact with the child 

 Report to and discuss with the named child protection officer and contact 
parents. 

 Advise the child or parents on how to terminate the communication and print out 
or save all evidence.  

 Contact CEOP http://www.ceop.gov.uk/ if contact involves sexual chat, being 
asked to do something that makes them feel uncomfortable or someone being 
insistent on meeting up. 

 Consider the involvement of the employers Personnel/Human Resources, Local 
Authority Designated Officer, police and social services as appropriate. 

 Consider delivering a parent workshop for the community.   
 
You have lost a laptop or had equipment stolen that may contain records about 
children or staff 

 Report loss to the police and relevant insurers 

 If a mobile phone or mobile broadband was also taken, report to telephone 
operator so account can be stopped 

 Change passwords for services you accessed from the computer (because they 
may be cached on the machine so allow someone access) 

 If personal information about staff or children was lost, consider informing  them, 
if by doing so they could take action to reduce the risk or affects of misuse 

 If many records have gone notify local authority so reputational damage can be 
managed, and decision to let ICO know can be taken 

 Review ICT estate. Ensure personal data is stored securely, preferably in 
encrypted form and the minimum is kept for the appropriate purpose for the 
shortest time and then disposed of in an appropriate manner 

 

http://www.ceop.gov.uk/
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Appendix 3 

Some legal context (July 2011)  
 

N.B. The legal context can change very quickly and this advice should be reviewed before 
being relied upon 
 
The Data Protection Act 1998 
Requires the registration of information assets and the purposes for which they will be 
used. Gives limited access to this information to the subject of the records. This requires a 
disclosure of purpose at point of capture, for all personal data (which includes photos and 
CCTV footage) and in general limits use to contracted services within the EU. 
 
Telecommunications Act 1984 
The Computer Misuse Act 1990 
Can be used to act against anyone deliberately gaining inappropriate access to 
information or not using that access for the intended purpose, that being deemed 
fraudulent use. It also covers situations where an employee breaches trust given to 
them. This includes Hacking of social networking accounts. 
 
Obscene Publication Act 1959 
Protection of Children Act 1988 
Criminal Justice Act 1988 
Memorandum of Understanding between the CPS & ACPO concerning Section 46 of 
Sexual Offences Act 2003 
These define content or material whose possession or access is unlawful. (Cases of abuse 
or sexting may fall under these acts). Even Investigators are liable to prosecution unless 
they can show they were acting in their professional capacity to detect or prevent crime 
and that they reported illegal content in their possession quickly to the IWF or the police 
 
Malicious Communications Act 1988 

The act makes it an offence to send an indecent, grossly offensive or threatening letter, 
electronic communication or other article to another person with the intention that it should 
cause them distress or anxiety (if the message is only stored on a device the offence is not 
complete) 
 
Public Order Act 1986: Section 5  
This makes it an offence to, with the intent to cause harassment, alarm and distress, use 
threatening, abusive or insulting words, behaviour, writing, signs or other visual 
representation within the sight or hearing of a person likely to be caused harassment, 
alarm or distress. This offence may apply where a mobile phone is used as a camera or 
video rather than where speech writing or images are transmitted. 

 
Protection from Harassment Act 1997 
This Act is relevant for incidents that have happened repeatedly (i.e. on more that two 
occasions). Section 1 prohibits behaviour amounting to harassment of another. Section 2 
provides a criminal offence and section 3 provides a civil remedy for breach of the 
prohibition on harassment in section 1. Section 4 provides a more serious offence of 
someone causing another person to fear, on at least two occasions, that violence will be 
used against them. 
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Appendix 3 
Some legal context (July 2011) - continued 

 
Education and Inspections Act 2006 
Education Bill 2012 
The Act gives Head teachers (or those they authorize) certain rights to search pupils and 
confiscate “prohibited” items from pupils where they may be harmful or detrimental to 
school discipline. It also required them to act even to events such as bullying that occur 
outside of school but affects pupils. The bill is set to strengthen powers by extending them 
to all situations where there are “reasonable grounds to suspect the device has been, or is 
likely to be, used for purposes which are unlawful or contrary to the school rules”'.  
 
Crime and Disorder Act 1998 
An ASBO can be made against any person, aged 10 years or over, where there is 
evidence that their behaviour caused, or is likely to cause, harassment, alarm or distress 
to others and where an order is needed to protect person(s) from further anti-social acts 
(including Cyberbullying). 
 
Communications Act 2003: Section 127 
This makes it an offence to send a message or other matter by a public electronic 
communications network a message that is grossly offensive or of an indecent, obscene or 
menacing character (or to cause such message or matter to be so sent). 
 
It also makes it an offence to for the purpose of causing annoyance, inconvenience or 
needless anxiety to another, to send (or cause to be sent) by a public electronic 
communications network a message that is known to be false or persistently makes use of 
a public electronic communications network. 
 
Defamation Act 1996 
This allows a defence for where hosts unwittingly hold defamatory material, but once the 
host knows that the material is there and that it may be defamatory, it may become liable 
for a removal order or to be sued for damages (if it is in a jurisdiction that recognises 
defamation). 
 
Telecommunications Regulations 1999 
The EU Communication Privacy Directive 2002 
The Privacy and Electronic Communications Regulations 2003 
Requires Opt in for junk faxes and opt out for other junk lists (including web or email based 
Spam lists). Also requires fore warning about the use of cookies on a web site and also 
requires a method for disabling their use. All junk to become opt in and have clear 
unsubscribe method. Unsolicited junk mail only to be sent on like goods or services to that 
purchased. Sender must be clearly identified and provide a valid address for 
correspondence. 
 
Good Practice Guide for Electronic Evidence 2003 
This provides guidance from the NHCTU on what to do to gather evidence in a way that 
does not compromise criminal proceedings. 
 
 

Appendix 3 
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Some legal context (July 2011) - continued  
 
The Copyright, Designs and Patents Act 1988 
Copyright (computer Programs) Regulation 1992 
Copyright and Rights in databases regulation 1997 
The Copyright and Trademarks Act 2002 
EU Electronic Commerce Regulations 2003 
EU Copyright Directive 2003 
EU Software Patents Directive 
EU Intellectual Property Directive 
Certain assets (software, music, poems, books, and broadcasts) fall under Copyright and 
or Patent. This protects the property rights (i.e. control over sale, price and distribution or 
replication) of the Copyright or Patent owner for a number of years from the assets first 
issue. Breaking copyright or patent constitutes theft. The act limits the circumstances of 
copying Copyright items and prohibits others and places the onus on the user or copier to 
prove legitimate ownership.  
 
They also define what level of novelty in these items constitutes a product on which a 
Patent may be made. The acts give a right to seizure of assets that illegally make use of 
copyright or replica patent material (e.g. PCs). It is also illegal to break copyright 
mechanisms or publish weaknesses in them. The acts allow courts to instruct public 
apologies to be made via media advertisements. 
 
Cadres Online vs Keljob December 2000 
This extends Copyright to cover web links so that links should only be made to a sites 
main page if no prior permission is given. 
 
The Health and Safety at Work Act 1974 
The Electricity and Work Regulations 1989 
The Health and Safety (Display Screen Equipment) Regulations 1992 
The Provision and Use of Work Equipment Regulations 1992 
Section 3(3) of Health and Safety At Work act requires employers to provide information 
about their operations that may affect health and safety of visitors and 3(12) requires 
appropriate instructions and information to be given to employees of other companies 
working on premises. The other acts are also provisions to provide protection for 
employees whilst in the work place and provide them with appropriate equipment (and 
related operating information). 
 
Anti-terrorism Crime and Security Act 2001 Part 3 
Allows disclosure of information to certain statutory bodies that otherwise must be withheld 
but without compulsion. 
 
The EU Waste Electrical and Electronic Equipment Directive 2002 
Defines a producers and owners responsibilities for disposal of electrical and electronic 
equipment using registered agencies like the Disposal Services Agency 
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Some legal context (July 2011) - continued  
 
Children’s Act 1989 
NHS Community Care Act 1990 
Mental Health Act 1983 
Carers Recognition and Service Act 1995 
Clients Access to Records Act 1987 and Regulations 1989 
Adoption Act 1976 
Health Act 1999 (Section 31) 
The Heath and Social Care Act 2003 
These add additional requirements when dealing with Health Care and related patient 
information - mainly to retention and disclosure processes and procedures. 
 
Criminal Evidence Act 1995 
Limitation Act 1980 
Determines standards for the record nature and keeping if it is to be used as evidence and 
time limits on when it can be retrieves and used which determines what would be termed 
reasonable steps in protecting the evidence and making it available in time 
 
The Employment Practices Data Protection Code 2003 
This provides guidance on what employers should do to show due diligence in complying 
with the sometimes conflicting restrictions on monitoring employees activity 
 
The Freedom of Information Act 2000 
Gives a general right to access records of public authorities, or those providing public 
services addition to those given by the Data Protection Act. There are exemptions, 
generally where the release compromises security or law enforcement or where 
there are commercial implications. 
 
The Human Rights Act 1998 
Gives a right to “private and family life, home and correspondence “and “ no interference 
by a public authority (except for) national security, public safety. Employers must balance 
this right to privacy with their powers under the RIP act. This gives employees some rights 
to using work based equipment to support “private and family life”. 
 
Regulation of Investigatory Powers Act 2000 
Telecommunications Lawful Business Practice Interception of Communication 
Regulations 2000 
Affords employers and some other agencies that have clear policies some surveillance 
rights over work carried out from their premises for the purpose of covering holiday and to 
protect the employer‟s reputation or other employees, but these are tempered by Data 
Protection and Human Rights Act. In practice also requires either copies of cipher keys or 
breakable keys to be used as there is a requirement to produce decrypted versions of all 
documents 
 
 
The Fraud Bill 2005 
This proposes to make false representation, including “phishing”, use of stolen and 
unauthorised generation of credit card numbers, a failure to disclose information when 
obtaining services and abuse of position, criminal offences. 


